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1. INTRODUCTION

This document constitutes a routine and a guide for Risk and Vulnerability Assessments (RSA) regarding
Robusta sites for socially important digital infrastructure.

Note. Names and designations that may be unique to different network owners are indicated by
(company-specific).

2. REFERENCES

2.1 Reference document

The following reference documents must be prepared before the work with risk and vulnerability
analyzesiis carried out.

Referencs Document number, date

Business analysis (company specific)

Documentation and classification of sites and nodes (company-
specific)

Summary Incident reports (company specific)

2.2 Audit history

Utgava Datum Handlaggare Beskrivning

Vero.a 2020-07-03 JPersson Sub-appendix to 4.1 Robusta siter ...

3. SCOPE AND PURPOSE

3.1 Scope

The analyzes shall include:

e Identification of all relevant threats to the site in question and its assets.
e Qualified assessment of consequences in the event of identified risk occurring.
e Qualified assessment of the probability of identified risks occurring.
e Qualified weighted assessment of the probability of identified risks
occurs and the consequences it may cause if they occur (risk assessment).
e Proposed measures for identified risks.

When conducting risk analyzes, contractors must take into account experiences from previous
incidents.

3.2  Purpose

The purpose of risk and vulnerability analyzes is to reduce the vulnerability of the company's electronic
communications network and electronic services.
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4. BOUNDARIES

The risk and vulnerability analyzes in this document do not concern:
e customers' equipment or their handling / action,
e the operating and management organization's internal systems and resources,
¢ planned changes that affect a smaller number of active connections.

5. RECYCLING RSA

At least once a year, a review and assessment must be made of and whether changes in the external
environment and / or technical environments affect the electronic communications network and the
electronic services and thus the need for renewed risk and vulnerability analyzes. This risk assessment
must be a balance between what may occur, what consequences this may have and how likely it is that
it will occur. The risk assessment must be in writing. An ongoing schedule shall be established for
recurring RSA.

6. PLANNED CHANGES

Inthe event of changes in the company's electronic communications network and / or electronic
services, a risk assessment must be carried out. This risk assessment must be a balance between what
may occur in terms of functional impact, what consequences this may have and how likely it is that it will
occur.

The method for the risk assessment is the same as for recurring RSA with the addition that the risk
assessment must be in writing and be available before the change is implemented. This applies to both
the change introduced in the facility and the job itself. Execution technicians or clients are responsible
for carrying out a risk assessment.

7. CONFIDENTIALITY

The risk and vulnerability analyzes must be classified as "Internal". Internal means that the information
must only be available to those who need the information in order to be able to fulfill their obligations
regarding ownership, operation and management of analyzed assets and relationships.

8. AUDIT AND LIABILITY

The risk and vulnerability analysis is revised once a year or when significant changes have been made in the
electronic communications network and / or the electronic services. The operations manager is responsible
for ensuring that this is done.
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9. MANUAL RISK AND VULNERABILITY ANALYSIS

9.1 General

The risk and vulnerability analysis must clarify the causes and effects of various types of events that may
adversely affect the functionality of the networks and services. The purpose is to increase awareness of
one's own risks, vulnerabilities and the ability to resist them, as well as provide a basis for any possible
improvement measures that can be taken to prevent disturbances and interruptions.

Risk analyzes can be done in many different situations and at many different levels. For a business as a
whole, for a special information asset, for a specific application, for a server hall, for a business process
and so on. This tutorial focuses on the electronic communications network.

There are many different methods for doing a risk analysis and it is largely a craft that simply must be
performed by the people who know how the fiber networks are laid out, how operation and
maintenance are managed and have knowledge of the management of networks and services. Having
good knowledge of the surroundings and the risks that these can pose to the functionality of the fiber
networks is also important when a risk analysis is performed.

9.2 Preparations

In order for the results of the risk and vulnerability analysis to be good and lead to correct preventive
measures and improvement measures, preparations are required.

9.2.1  Analysis group

An analysis leader must be appointed who then leads the analysis group that is put together to carry out
the risk and vulnerability analysis.

The analysis leader should be aware of:

e How the business and the object of analysis work on an overall level.
e How the method works

e Who should be included in the analysis group

e What documentation is needed for the analysis

e Whatresult is expected

Experts of various kinds may be needed in the group, for example technicians, security coordinators,
economists and lawyers.

The size of the analysis group can vary but should not be more than eight participants as it can be
difficult to handle.

A documentation manager should be appointed and is the one who holds the pen or IT support, and
who must know the method and the aids used in the analysis.

Before a risk analysis, it is important to have access to the information needed to solve the task. The task
of the analysis leader is to ensure that the members of the analysis group have prepared for this and
have found out all the necessary facts.

Necessary information prior to the risk and vulnerability analysis is:

e Constitutional requirements, regulations and other governing documents that can directly
affect the risk analysis.

e  Statistics that facilitate the analysis group's assessment.

e Similar risk analyzes that can be of great value to the work.

e General threatimages that can be of support and help in identifying threats.

e Documents and documentation that describe current assets and connections.

5
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9.2.2 Local and equipment:

e Good if there is a whiteboard and / or flipchart.

e Good if there is computer support and projector.

e Feelfree to choose a room with a good environment where you can work undisturbed.
e Print or write down concepts and definitions visible in the room.

e Printor draw the matrix in a suitable size.

9.2.3 Time planning
Develop a realistic schedule for the analysis work. Some parts may turn out to take longer than

expected, but it is still important to have a "basic schedule" to fall back on to be safely completed on
time.

Set aside time for several short breaks, but make sure that the participants do not run away and work on
other things during the breaks. The focus of the analysis group is absolutely decisive for the result.

Example of schedule for the analysis:

e Introduction with presentation of the participants 5—10 minutes
e Review and description of the method 10-20 minutes

e Description of selected analysis object 10-30 minutes

e Review hot list, add, delete, describe 30-60 minutes

e Riskassessment - consequence and probability 120-240 minutes
e  Preparation of proposed measures 30—60 minutes

e Compilation of report 60—240 minutes

The time schedule for an RSA can be very variable depending on the object and the analysis group's
level of ambition.

9.3 Method for RSA

The method presented in this document describes how to systematically identify various adverse
events, assess how likely it is that the events will occur, assess the immediate negative consequences,
analyze the vulnerabilities of the electronic communications network and services and assess the ability
to handle various stresses.

The method is based on the requirements of the 27001 standard and on data from MSB (the Swedish
Agency for Civil Protection and Emergency Planning).

9.3.1 Before implementation

Experience shows that the methodology is not the difficult part of an analysis, but the administration.
Therefore, it is very important to follow up that the participants are prepared and have set aside time for
the analysis.

Before carrying out risk and vulnerability analyzes, it is also necessary to establish certain starting points
that will form the basis for further analysis work. In summary, the starting points of the risk and
vulnerability analysis should clarify:

Role and area of responsibility
Operations manager and administration managers for the analysis objects as well as, depending on the
analysis objects, experts such as technicians, safety coordinators, economists and lawyers.

Delimitations and perspectives
It is also important to understand the concepts of risk and vulnerability in order to be able to set correct
boundaries and start from a correct perspective. The following definitions have been taken from PTS,
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the Swedish Post and Telecom Agency's Risk and Vulnerability Analysis for the electronic
communications sector in 2015.

Risk =The effect of uncertainty on goals

Risk analysis = Process for understanding the nature of the risk and for determining the level of risk.
Vulnerability = Critically dependent on an asset or lack of protection of an asset exposed to threats.
Resulting vulnerability =Vulnerabilities remaining after the imposition of safeguards

9.3.2 Parts of the method
When the analysis group is assembled, the analysis is carried out using the following steps, which are
described in more detail under each point and in Chapter 9.4.

e Select and describe analysis objects
¢ Identify threats

e Classification model

e Carry out arisk analysis

e Compilation and report

e Action plan - action list

¢ Risk management

e Continuity planning

9.3.2.1 Select and describe analysis objects

The first step in the work with a risk and vulnerability analysis is to select and describe the object for the
analysis, the description must be concise but clear enough for others to understand outside the analysis

group.

Current objects consist of defined assets and liabilities in accordance with the document
Documentation and classification of all assets and liabilities (company-specific).

9.3.2.2 Identify threats

An important step is to identify the threats that exist against the objects of analysis. In PTS Risk and
Vulnerability Analysis for the Electronic Communications Sector 2015, there is an overview of threats
based on SS-ISO / IEC 27005: 2008. The table is a good starting point for further work and includes most
threats that are also relevant for a city network.

Based on the scope of the electronic network, a selection is made of which threats can be considered
relevant and these will then form the basis for the risk and vulnerability analyzes. The selection of base
threats should be made for each new analysis object. See figure 1 Table bashot below.

If you want to identify the threats yourself, you can use "brainstorming" where each participant on a
piece of paper writes down threats that may occur or things that have already happened. All threats are
then collected and reviewed.

It is important that participants try to describe the threats so that everyone understands. It will then be
easier to assess the risk in the next steps. Everyone must understand and agree on the meaning of the
threats.
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When working with identifying threats, keep the following in mind:

Listen extra carefully to the people who work actively with the business concerned.
What has happened that can happen again?

Focus on the threats - avoid thinking in solutions!

Avoid too long discussions about the existing protection.

Let everyone have their say.

Experts must remember to speak so that everyone understands.

Grouping of threats

With the help of the analysis leader, the group will try to describe the threats in a structured way. The
goal is to group similar threats with each other, remove duplicates and clarify certain threats if
necessary.

Figure 1. Table of base threats.

Sheet name Definition of the threats that form the basis for the predefined threat tabs in the workbook
Prefiz  Index Group Threats

1 physical damages Fire
\water damage

Caontamination (such az radislogical or biclagizal sontaminatian)

Major acoident ocours (5]

Destruction or theft of equipment

Dust, comosion and freezing

Eucavation of cables

Lasz of functions far indaar climate (heating, air conditioning, cooling)

Loss of power supply including manual disconnection in power shortage situations

Deficiencies or errars in troubleshoating functions [alarms, monitaring, ete.]

Electroma gneiic of thermal causes Electromagnetic radiation including antagonistic threats such as active interference, electromagnetic
pulse [EMP) and space weather
Conductive distubances

Thermal radiation

PTSFS 2020: 1 Risk analyzes specially selected wizather

Intrusion

Sabaotage

Other external influences

Infarmation provided by the Swedizh Past and Telecom Agency about threats

Logical Threats Listening to information
Theft of infarmatian

Dizclosure of sensitive information (such az position information ar other information worthy of protection]

Receiving and using infarmation from unreliable sources

Manipulation of netwarks, hardw are and softw are through [T-related attacks such as viruses, worms,
Trojans and congestion attacks targeting critical logical lunctions such as border routing and DNS.

Technical errors F aults in equipment w here the intended capability is lost or not achieved

MNetwork and hardw are overload

Lass af ability ta manitor and contral information assets and network functions

Unavuthorized handling Unauthorized wse of equipment

Unauthorized copying of saftw are

Coarruption of infarmation assets

legal orillicit (within your ow i arganization] handling of infarmation

Errors or omissions in critical functions Improper use of equipment
Inacoessibility for staff

Prezence of deficiencies in preventive wark, including deficient routines when upgrading softw are

Existence of shortcomings in management functions [erisis and business management)

Deficiencies in netwark monitaring
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Classification model

In order to be able to assess the risk of a threat, a balance is made between the consequence of the
threat occurring and an assessment of the probability that the threat will occur. To do this, it is required
that the criteria for consequences and probability are defined and described so that everyone in the
analysis group understands and agrees on the meaning.

The probability indicates how likely it is that the threat will occur according to the following categories
with examples of definitions of the criteria:

Very low
The event is not expected to occur in the next 20 years alternative Once in 20 years or non-
existent probability that the event will occur at all.

Low
The event is not expected to occur in the next 10 years or once in 10 years or very rarely.
Average

The event can occur alternatively Once in 5 years or rarely.

High
The event will most likely occur alternatively annually or reqularly,

Very high
The event will almost certainly occur alternatively More than once a year or often.

The consequence is a measure of how much the business is damaged if the threat becomes a reality.
Influence can, for example, be direct or indirect, financial or humane. The model contains the following
five levels with examples of definitions of the criteria:

Very low
If the event occurs, it is unlikely that the event will have negative consequences or negligible
damage.

Low
If the event occurs, it is possible that the event will have negative consequences or moderate
damage.

Average
If the event occurs, it is almost certain that the event will have negative, simpler consequences
and may be a moderate injury.

High
If the event occurs, it is likely that the event will have negative consequences can be a
significant injury.

Very high
If the event occurs, it is almost certain that the event will have negative consequences and
could be a serious injury.

The definitions of consistency and probability are a benchmark and can be changed, and it is important
that the group goes through the definitions and changes if necessary. Any changes must be
documented and included in the final report.
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9.3.2.4 Risk analysis

When all criteria for probabilities and consequences have been determined, the analysis group must
assess the risk (consequence and probability) of a threat, eg by using a Consequence and probability
matrix (Fig. 2) where colors indicate the severity of a threat occurring, from green (acceptable risk to red

(must be remedied) The results of the matrix may later form the basis for, among other things, the
prioritization of various measures.

Figure 2. Consequence and probability matrix

Risk matrix
Wery High
High =
E
Medium 9 X
o
Low o
Wery Low
consequence
-
= e - 47}
5 5 5 5 F
- 7 : N
& L3 :,a-:'
D
9.3.2.5 Compilation and report

The results are then taken care of by the analysis manager who compiles a final report. In addition to the
analysis result itself, it is important that the report contains all conceivable information, all deviations
that the group has made from the analysis object and any new definitions. The report may also include
other important information, such as control documents, product descriptions and drawings that are
valuable to the result.

It is important to write a good and concise summary that in a simple way describes the risks that the
analysis group has found. The compilation shall also contain any proposals for measures and
recommendations to the person who is to make the decisions.

The report may contain general parts for different types of facilities and specific parts for individual
facilities with a special threat picture.

The completed final report will be sent out for "consultation" to the participants, who will be given the
opportunity to give their views.

10
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9.4 Risk management and continuity planning

9.4.1 Risk management

With the risk analysis as a starting point, an assessment is made as to whether the risk should be limited
by protective measures or whether it should be accepted and managed in the continuity plan. Proposals
for measures must be documented in a document, Action plan risk analysis, where a risk manager is
specified and, if possible, an estimated cost for each measure.

There are two ways to work with the measures.

Option 1: The risks must be managed later

An alternative is that the risks should not be met with any measures yet, but only prepared by
documenting how the threat is to be handled if it should occur, ie a continuity planning, see section
9.4.2. But if the participants have good suggestions for measures, you can still document them.

Option 2: The risks must be managed now

The second option is to take care of the risks at once. The developed matrix shows which threats are the
most serious - those with the highest probability and the greatest consequences. With that information
as a starting point, it is time to discuss possible proposals for action and the order of priority for them.
The analysis group draws up a proposal for appropriate measures and indicates the order in which they
should be handled.

Decisions on the implementation of action should be preceded by a risk management process, i.e. to
assess the way in which identified risks are to be managed in the business.

Only after an assessment of the cost of implementing measures has been weighed against the cost of
dealing with a threat that has occurred should a decision be made.

If a decision is made not to take measures, a continuity plan must be drawn up to minimize the effects
should the threat occur.

9.4.2 Continuity planning
Continuity planning shall take place in accordance with the document Continuity planning.

11
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10. APPENDIX 4.1.1 RSA RISK AND VULNERABILITY
ANALYSISTEMPLATE

This section describes the handling of a tool for risk and vulnerability analysis (Appendix, RSATemplate)
that can be used to document the analysis work and for support during implementation. Below is a
tutorial on using the tool.

Stadsnatsforeningen has received permission from Finspangs Stadsnat, Finet AB and Maintrac AB to
provide the tool to Stadsnatsforeningen's members.

Workflow

Analysis object

Start by identifying and prioritizing the objects to be analyzed.
Working document

Make a copy of Appendix 1, Tools RSA for each object to be analyzed.
Summary tab

Under the tab Summary, the selected object must be described, it must also appear when it has been
created and who has created it. There are also fields for the revision date, who revised the document
and an audit number.

Figure 3. Summary tab
SUMMARY OF THREATS
Thieats Risk Probabilivy
£ Heh i ‘weathe (FTOFS 2020104 Medium Medium
RSA .Robusi site for dlgltql'crlhcal e e e T T
infrastructure protection ‘Sabatage (PTSFS 20201551 Medium Medium
| Dither euternal impact (FTSFS 2020: 158) Medium Medium
(A Robust \otormation provided by the S edish Post and Telecom Agency on threats (FTIFS 20200158 Medium Medium
L X X fib Fie Medium Medium
L L] 1iber Mw'ater damage Low Medium
Contamination (such s radiologic al or bislogic 2l contamination] Ve Low Low
| Majar acsident acous (5] Very Law VeryLow
A [Detesmion oot of ecnipmers Low Lov
Dust, conosion and freezing Tedium Medium
| Object: Eucavation of cables Medium Medium
description: Loss of hunctions for indoor glimate (heating, air gonditioning, cooling] Ve Low Wery Law
o er supply including manual dsconnection in pow er shortage sitatio Low Medium
| Deficienies or erarsin roubleshaoting hunstions (alsims. monitaring. &te.] Medium Low
Elecromagneticradiartion Low Low
Date: Lonductive dishurbance Medium Medium
Biu: Thermal radiation Medium Medium
Listening toinformation Low Low
| Flevied: | | Theftof information Low Low
B | | Disclosure of sensiive information ey Low Low
Beceiving and using information from unreliable sources Tedium Medium
[Fevision: | | Manipulation of ety arks hardware and softy are VeryLow Low
Eauilts in equipment Low Low
Metwordk and hardw are ovedoad Ve Low Wery Law
| Unauthorized use of equipment Medium Medium
| Unauthorized copying of saftw are Medium Medium
Smnil Medium Medium
Start by working through the Frobability / Consequancs levels (click on the e g o it by thimwouat vy rpnization] banding of informalin Medium Medium
title h?;:- and sega ifmeiare useful to ':D“I: ? ! |Improper uze of equipment Medium Medium
lInzccessibiliv forstaft M dium PMedium
Own definitions are given on the sheet Criteria in resp. fisld_ | Bresence of deficiencies in preventive worl Very high Very high
Mzke 3 copy of the "Template" shest for each individually identified threat to £o omings in mansgement lunctio iziz and busine snageme Medium Medium
the object and then work through each sheet. Medium Medium
Press the "Update summary” button to update the list of threats and the

Criteria tab

12
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Review the criteria under the "Criteria" tab and check that they are relevant. Update as needed. During
the work, the definitions for the criteria can be retrieved by double-clicking on Consistency or probability
in the risk matrix.

Base threats tab

Inthe tool, each threat is listed in the "Base threat " tab. For each such basic threat, there is then a
separate tab that is handled in accordance with the heading Analyze threats below.

Go through and remove the threats / tabs that are not relevant to the analysis, document changes and
additions under the tab "Bashot" and then go to the tab "Summary" click on the button Update
summary and the column Summary of threats for the objects is updated.

To create a new base threat, add a line (Figure 4) using "Insert" in Excel, Ex. FK 6.

Figure 4. Insert new base threat under the "Base threat " tab

Existence of shortcomings in management functii

Deficiencizs in netw ark monitaring

Mew threat kera!

 —

Then you create a new tab (Figure 5) with the same name, eg FK 6 and write the same Name of the
threat that you wrote under the tab "Bese threat ". You can advantageously copy an existing tab. Then
go to the "Compilation" tab (Figure 6) and press the Update Compilation button and the new base
threat will be posted in the Compilation of threats column for the objects.

13
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Figure 5. New tab, eg FK 6, Name and Tab name.

A B C D E F G H 1 K
I s
2 Name of threat New Threath here! )
e ——— Wery High
g Beskrivning
2 High
6
7 Probablility Medium
8 The event occurs | WVery Low | Low | Medium | High | Wery High
9 | |Fornegafive consequences | Verylow | low | Medium | High | VeryHigh Low
10 Technical consequences
1 CGeographical extent of the interruption Lokal Regional Mational Very Low
12 | |The expected length of the interruption Short Medium Lang
13 Extent of the interruption Low Medium High
14| |Societal consequences [ verylow [ Low Medium High Very High
15 Uncertainty Low Medium High
i
18 | |€ q of what happ d
19 Conszequences can be, for erample, business, financial, goodwill and mare
20 1
21 2
2 3
23 4
24 5
25 3
26 7
27 8
28 ¥
29 10
30
31 | |Current protection Additional
32
33 1 1
34 2 2
35 3 3
36 4 4
7 5 5
38 & &
39 7 7
40 8 8
4 ¥ ¥
42 10 10
43
A4
45

Figure 6. New base threat is displayed in the list

Updzte summary Loss of shiltwto monitorsndcontral

| <Ingen bensSmning
Improper wze of egquipment
Inacoessibility for staff

rking through the Probability / conssquence levels (click on the
d see if they are useful to you.

[ions are given on the sheet Criteria in resp. fisld.
y of the "Template" sheet for each individually identified threat to

ind then wiork through each sheet. ok monitoring

Jpdate summary® button to update the list of threats and the

(Lapaiiary
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Analyze threats

The name and description of the threat are entered (Figure 7).

The table with probability and consequences is filled in and in the Risk Matrix, a cross will automatically
be placed in the right place in the matrix and provide guidance on how low or high therisk is.

You can get a summary of the threat by looking at the Risk and Probability bars under the Risk matrix.
The greater the societal impact of the threat, the greater the risk. Everything except green requires an
action immediately (red) or later (orange or yellow), the same applies to Probability red, orange, yellow
or green.

Figure 7. Threat tab

Weather (PTSFS 2020:1 5 i i -
Name of threal eather ( §) Risk mafrix Nofesmm. 5
Very High PTSFS 2020:1 § Sa Prior to the
Descripli Storm (wind), Lightning, Heat (high temperatures), Skyfall procurement of assets,
= High connecticons or contractors,
g 2 the supplier shall carry out and
Frobability T % dccujenizuch an analysis as ig|
The event occurs [ Veryiow | Llow | Medum | Hgh | VeryHgh a X prescribed in § 3.
Fornegativeconsequences | Verylow | Low | Medium |  High | Very Hgh Low &
Technical consequences
Geographical extent of the interuption Local Regicna Naficnal Very Low
The expected length of the interupticn Short Medium Leng
Extent of the interupticn Low Medium High consequence ;
Sccietal consequences | Very low | Low Medium High Very High = £ 5 _}E
Uncertainty Low Medium High K EE £ X
¢ K
C of what h d
Consequences can be, for example, business, financizl, goodwill and mare
1
Very High
2
2 .
High
2 9
£ Medium
4
Z Low
8
'I"(’) |:- Very Low To summary page
Current protection Addifional proteclion needed
1 1
2 2
2 3
4 4
5 5
) &
¥ 7
8 8
? 9
10 10

The table Consequences of what happened documents the consequences of a threat occurring.

The tables Current protection and Additional protection indicate current protection and if additional
protection is needed to manage the risk. The notes in the Additional Protection table will form the basis
for actions that are automatically compiled into a list under the Action List tab. The notes in the Current
Protection table are also compiled automatically under the Current Protection tab.

In the field for memoranda, important things can be noted about the assessments, e.g. how to arrive at
the assessment of the probability.

When the analysis is complete, click on the To Home button and click on the Update Summary
button, updating the Risk and Probability columns.

Risk management and continuity planning

After the analysis, use the basis for continued risk management in accordance with Chapter 9.4, Risk
management and continuity planning.
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